
Black Shard
T E N D E R  DO C UM E N T

BS - TND- 0 1

VE RS ION  1 . 1 2    ·    2 5  S E P TEMBE R  2 0 2 6

Company Profile and Capability
Statement

Entity Black Shard Pty Ltd · ABN 66 696 910 773

Document ID BS-TND-01

Pack Tender and procurement library

Classification Commercial in confidence

Version 1.12

Status ISSUED

Effective date 25 September 2026

Supersedes BS-TND-01 v1.11, 24 September 2026, which is withdrawn on issue of this version

Next review 10 July 2027 or on material change

Owner Director

Approved by [Director signature] / Kane Roberts, Director / [Date]

BS-TND-01    ·    COMMERCIAL  IN  CONFIDENCE PAGE  1  OF  9



1. Who we are

Black Shard Pty Ltd is an Australian venture studio and software delivery firm. We design, build, deploy, operate, and

support software products, both our own ventures and client-facing platforms, and we sell that same capability

directly to enterprise and government buyers as penetration testing, secure development, fractional security

leadership (vCISO), compliance readiness, breach remediation, and custom software engineering.

The firm runs as one team across two practices, software engineering and security, rather than as separate delivery

and audit arms. The people who build a client's platform are the same people who test it, harden it, and stand behind

the result. That structure is deliberate: it means a security finding is handed to an engineer who can fix it properly,

not filed against a checklist, and it means the software we build is designed securely from the outset rather than

hardened after the fact.

2. Entity snapshot

FIELD DETAIL

Legal entity Black Shard Pty Ltd

ABN 66 696 910 773

ACN 696 910 773

Entity type Australian proprietary company

Trading name Black Shard

Directors Kane Roberts, Gavin McInnes

Registered/operating

office

Level 35, 71 Eagle Street (Riparian Plaza), Brisbane QLD 4000, Australia

Governing law Queensland, Australia

Primary contact info@blackshard.com.au

Website blackshard.com.au

Contact channel Email only, by design. A director reads every brief and replies as soon as possible. No

published phone line.

Certification held SMB1001:2026 Gold (Level 3), issued by CyberCert, active 16 June 2026 to 17 June 2027

Further governance, personnel, and financial detail sits in BS-TND-03 (Corporate Structure and Governance

Statement), BS-TND-04 (Key Personnel Profiles), and BS-TND-07 (Financial Capacity Statement). This document is

the long-form profile; a two-page version is maintained as BS-TND-02.
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3. History and structure

Black Shard's Australian Business Number has been active since 27 April 2026, reflecting the current corporate

structure. The firm itself is a young registered entity. What sits behind that structure is not new: the same director-

led team has designed, built, and continues to operate five named venture platforms, in property, legal services,

clinical documentation, recruitment, and financial services, each of which is live in production today. Our track record

as a delivery team is evidenced by that operating portfolio, set out in section 6, not by years on a company register.

The firm is a proprietary company incorporated to hold and continue that operating capability under one entity, with

the directors as the sole register owners. There is no parent company, subsidiary, or franchise structure to disclose.

4. Governance

Black Shard is director-led. Kane Roberts and Gavin McInnes are the directors and the only register owners of the

company. The information security management and quality management functions are held by the directors

together with the engineering lead. Engineers build, test, operate, and respond to incidents. Accountability for a

given engagement rests with a named director from scoping through to sign-off.

Full governance detail, decision rights, and the corporate structure statement are set out in BS-TND-03. Named

personnel and role profiles are set out in BS-TND-04.

5. Services in depth

Black Shard sells thirty-seven named services organised into nine families, split across the two practices described

above.

Software engineering (Engineering practice)

AI and data solutions (Engineering practice)

Product and platform engineering: end-to-end build of client-facing and internal software products.

Cloud engineering on Azure: architecture, deployment, and operation of production workloads on Microsoft

Azure in Australian regions.

AI and automation engineering: building practical automation and AI-enabled capability into client software

and workflows, scoped to a defined outcome rather than sold as a generic add-on.

Secure-by-design development: security requirements and threat modelling built into the design phase of a

build, not retrofitted after release.

Data platform engineering: a single governed data layer for the business, with schema, access control and

history, on Azure in Australian regions.

Integration and pipelines: scheduled and event-driven pipelines between the systems a business already

runs, every run logged and reconciled.

Reporting and dashboards: role-based reporting over the data layer, with every figure reconciled to its

source.
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Physical AI (Engineering practice)

Cloud and agentic infrastructure (Engineering practice)

Offensive testing (Security practice)

AI workflow automation: extraction, classification, routing and drafting built into the step where a person re-

keys or drafts today, with a review queue in front of every automated action that reaches a customer or a

ledger.

Document and speech intelligence: OCR, document understanding and speech-to-text on Azure AI services in

Australian regions, with no training on client data.

Guardrails and audit for AI features: input and output controls, an audit trail and tenant isolation on every AI

feature before it reaches a customer.

Computer vision systems: detection, counting, reading and inspection from fixed and mobile cameras, proven

on the client's own footage before hardware is bought.

Sensor and telemetry pipelines: device onboarding through Azure IoT into a time-series store with thresholds

and anomaly alerts.

Edge inference and device fleets: inference on site where latency or connectivity requires it, with the fleet

provisioned, patched and monitored as production infrastructure.

Robotics and building-system integration: integration with robotics controllers, access control, building

management and dispatch systems through their published interfaces, with a human approval step in front of

any physical action that cannot be undone.

Safety, monitoring and audit: a decision log for every model output, drift and sensor-health monitoring, and a

written safety case for each deployment.

Azure landing zones and platform engineering: subscriptions, networking, identity, policy and secrets laid out

once so every workload lands in a governed place.

Managed hosting and operations: dedicated infrastructure per client in Azure Australia East, patched, backed

up with tested restores, monitored around the clock and reported on monthly.

Delivery pipelines and environments: continuous integration and deployment with staging, production,

rollback and release records.

Agent runtime and tool permissions: one identity per AI agent, credentials brokered so no agent can read a

key, tool permissions scoped to one action each, and a human approval gate in front of destructive, financial

or external actions.

Agent observability and audit: every prompt, retrieval and action logged against the record it touched, with

dashboards of activity, cost and failure rates.

Model and AI endpoint hosting in Australia: Azure AI endpoints in Australian regions with the residency

position documented, content and rate controls on every call, and cost visibility per feature.

Penetration testing: infrastructure, application, and cloud environment testing against a fixed scope.

Red teaming and adversary simulation: objective-based testing of an organisation's people, process, and

technology together.

Phishing and social-engineering simulation: controlled testing of an organisation's human attack surface.
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Defensive and advisory (Security practice)

Breach remediation (Security practice)

Compliance readiness (Security practice)

Secure development (Security practice)

Every engagement, in either practice, is scoped, quoted, and delivered by the same team that would then stand

behind the result under warranty and re-test.

Security posture assessment: point-in-time review of an organisation's security controls against its real risk

profile.

vCISO, fractional security leadership: ongoing security leadership and reporting for organisations that need

the function without a full-time hire. Defined further in BS-TND-23.

Azure cloud security review: configuration and architecture review of an Azure tenancy against platform and

workload-specific risk.

Detection and response advisory: advice on an organisation's ability to detect and respond to a security

incident.

Incident containment and triage: for organisations that have had, or suspect, a security incident; establishing

the entry point, the scope of the compromise, and the data touched, with containment actions agreed before

they are taken.

Root-cause analysis and remediation engineering: tracing the incident to the flaw behind it and fixing the

code, configuration, or infrastructure that let it happen, with post-incident hardening of adjacent gaps and a

re-test of the fixed surface to confirm closure.

Notifiable Data Breaches support: support with the assessment and notification obligations under the Privacy

Act's Notifiable Data Breaches scheme, built on a factual incident record. This is support with the assessment,

not legal advice; legal judgement stays with the client's legal advisers. Contact is by email and a director

replies as soon as possible.

Essential Eight uplift: practical uplift work against the ASD Essential Eight maturity model. Our own self-

assessment methodology is set out in BS-TND-20.

SMB1001 certification readiness: preparing an organisation for SMB1001 certification, informed by having

achieved it ourselves. See BS-TND-21 for our own certification statement.

ISO 27001 readiness: preparing the management system and control evidence an organisation needs to

pass an external certification audit.

Privacy Act and Australian Privacy Principles uplift: bringing an organisation's data handling into alignment

with the Privacy Act 1988.

Secure code review: manual and tool-assisted review of an existing codebase, with findings validated by

hand.

Security architecture and threat modelling: structured review of a system's design against realistic threat

scenarios, ahead of or alongside a build. Our development lifecycle approach is set out in BS-TND-24.
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6. How we engage

We work to a three-step method on security engagements: we start by reading the real risk, understanding what

actually matters to the organisation rather than working off a generic checklist; we test like an adversary, using

OWASP and ASD playbooks rather than forwarding raw scanner output; and we fix like an engineer, then prove it,

with a re-test included in the original fixed scope rather than billed as a second engagement.

Every engagement, across both practices, includes six standing commitments:

We shape the commercial arrangement to the buyer rather than running one contract type for everyone:

ENGAGEMENT  SHAPE TYPICAL  BUYER

Fixed-scope engagement Startups and SMB

Ongoing advisory or vCISO retainer Mid-market and enterprise

Compliance program with certification or audit milestones Regulated businesses

Embedded engineering, on a weekly ship cadence Product owners running an active build

Standard terms, quote templates, and the master answer bank we draw on to respond to tender and RFQ

questionnaires are maintained as BS-TND-14 and BS-MKT-06.

7. Track record

We build and operate the software we secure. The clearest evidence of our delivery capability is the portfolio of

platforms we have built and, in three of five cases, continue to run ourselves.

VENTURE SECTOR RELATIONSHIP STATUS WHAT  WE  BUILT

Bold Property Group Property Black Shard venture Live Brand identity and editorial site, off-

market deal-sourcing agent network,

client portal for active acquisitions,

operating playbook and CRM

A director on the work. A director reads the brief, scopes the engagement, and stays accountable for the

result.

1.

Fixed scope, quoted first. Scope, timeframe, and price are agreed before work starts.2.

Findings validated by hand. Every finding is checked by a person, written in plain English, and paired with a

concrete fix. Raw scanner output is never forwarded to a client.

3.

A re-test to prove it. Fixed-scope offensive work includes a re-test, so a fix is confirmed closed rather than

assumed closed.

4.

Least-privilege access. We take only the access an engagement requires, and client data sits in Australian

regions.

5.

A report that is the client's. Written for engineers and for a board, and kept confidential.6.
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VENTURE SECTOR RELATIONSHIP STATUS WHAT  WE  BUILT

GRM LAW Legal Client engagement Live,

private

portal

Operations and compliance portal

covering intake, conflicts, and matter

register, AML/CTF readiness, role-

based access with a hardened

content security policy, append-only

audit ledger

Aurii Health Black Shard venture Live Native iOS/Android and web

application, Azure Container Apps

with PostgreSQL row-level security,

Azure Speech and Key Vault,

marketing site and onboarding,

tamper-evident audit trails with rate

limiting

Restart Recruitment Recruitment Black Shard venture Live Brand and editorial site, candidate

intake, screening and scorecard

flows, outreach engine and recruiter

dashboard, eleven invariant tests

pinning the security model

Stone Leaf Capital Financial services Client engagement Live,

public site;

staff portal

is private

Brand and public marketing site, staff

portal covering a critical-event

calendar, policy modules, and an

operating dashboard, compliance

audit log recording actor, action, and

before-and-after state, data model

built around the firm's AFSL

perimeter

Two of the five, GRM LAW and Stone Leaf Capital, are client engagements: organisations we build and operate

systems for under contract. The other three, Bold Property Group, Aurii, and Restart Recruitment, are ventures Black

Shard owns and operates directly, which means we carry full production accountability for them in the same way an

enterprise client would expect us to carry it for a commissioned system.

Referee contacts, where a client has agreed to act as one, are maintained separately in BS-TND-06. Fuller case

narratives sit in BS-TND-05.

8. Compliance posture

Black Shard holds one independently issued certification: SMB1001:2026 Gold (Level 3), issued by CyberCert,

active 16 June 2026 to 17 June 2027, on the basis of a formal director attestation against the standard's 27

controls, and verifiable on CyberCert's public registry. The full certification statement is BS-TND-21.

Beyond that certification, we hold ourselves to a set of frameworks on a self-assessed or aligned basis:

ASD Essential Eight: Maturity Level 3 on the director's assessment of 24 September 2026, with each of the

eight strategies at Level 3. Detailed assessment at BS-TND-20.

Privacy Act 1988 and the Australian Privacy Principles: aligned by design.

ASD Information Security Manual: aligned where applicable to our environment.
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Black Shard runs a documented management system aligned to ISO/IEC 27001:2022 and ISO 9001:2015, with

control evidence maintained for audit. Our production environment runs on Microsoft Azure in Australian regions,

which carries its own IRAP assessment to PROTECTED and ISO 27001 and SOC 2 assurance at the platform level.

Access and sign-in. Staff accounts in the firm's Microsoft 365 tenant sign in with phishing-resistant multi-factor

authentication, enforced by conditional access. Access to client environments is limited to what an engagement

requires.

Backups. Production data is backed up on schedule, and restores from the stored backups are drilled every month.

Segregation of duties is held by platform role-based access control, a pull-request record of every change, and CI

gates on our delivery pipeline that a deployment cannot bypass. Professional indemnity, public and products liability,

and cyber liability insurance are placed and evidenced; insurers, policy numbers, limits, and periods are recorded in

BS-TND-08 rather than restated here.

9. Technology and delivery environment

Production workloads, our own and our ventures', run on Microsoft Azure in Australian regions, primarily Australia

East, on Linux virtual machines and containerised services. Edge delivery and marketing sites run through

Cloudflare, including DNS, CDN, WAF, and Cloudflare Pages for static sites. Multi-tenant product portals use

PostgreSQL with row-level security for tenant separation. Corporate documents and mail run on Microsoft 365.

Source control and CI run through GitHub, with a deployment gate that refuses to deploy any commit whose

continuous-integration run for that exact commit is not green, ahead of an Azure deploy. Credentials are held in a

dedicated secrets manager with a maintained register of keys, owners, and rotation status, backed by Azure Key

Vault at the platform layer. Administrative access to firm infrastructure runs over a private, key-based overlay

network rather than open internet exposure.

10. Engaging Black Shard

Contact is by email, to info@blackshard.com.au. A director reads every brief personally and replies as soon as

possible; there is no published phone line, by design, so that every enquiry reaches a director rather than a call

queue. A coordinated vulnerability disclosure process is published at info@blackshard.com.au and via a security.txt

file per RFC 9116, with acknowledgement of a genuine report within 48 hours.

For a shorter capability summary suitable for a covering page, see BS-TND-02. For our standard proposal and

engagement letter format, see BS-MKT-06. Practice-specific brochures for offensive security, software engineering,

and advisory and compliance services are maintained as BS-MKT-02, BS-MKT-03, and BS-MKT-04 respectively.

Revision history

VERSION DATE AUTHOR CHANGE

1.0 10 Jul 2026 Black Shard Pty Ltd Initial issue

1.1 17 Jul 2026 Black Shard Pty Ltd Reply-time commitment removed from contact copy

CIS Controls v8: self-assessed as an internal cross-check.
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VERSION DATE AUTHOR CHANGE

1.2 17 Jul 2026 Black Shard Pty Ltd Breach remediation service added

1.3 30 Jul 2026 Black Shard Pty Ltd Insurance position in section 8 corrected to match BS-TND-08 v1.2

(PI, liability, and cyber cover placed and evidenced); ACN recorded;

metadata version aligned to revision history

1.4 28 Aug 2026 Black Shard Pty Ltd Essential Eight self-assessed position updated to Maturity Level 2

per the 24 August 2026 director self-assessment

1.5 31 Aug 2026 Black Shard Pty Ltd Self-burn sweep across the pack: honesty-narration, volunteered

not-held certification lists and volunteered absences removed. Row

added 21 Sep 2026; date taken from the 31 Aug 2026 pack sweep

recorded in the firm's change log and the retained 31 Aug 2026 copy

of this document, which carries v1.5

1.6 14 Sep 2026 Black Shard Pty Ltd Source-control description in sections 8 and 9 restated to match the

mechanism in operation: pull-request change control and a

deployment gate enforced on the exact commit. Supersedes v1.5

1.7 22 Sep 2026 Black Shard Pty Ltd Wording tightened to the house tender style. Supersedes v1.6

1.8 23 Sep 2026 Black Shard Pty Ltd Essential Eight reference restated to the per-strategy position at BS-

TND-20 v2.3, measured live on 23 September 2026, in place of the

blanket Maturity Level 2 rating carried since 28 August 2026.

Supersedes v1.7

1.9 23 Sep 2026 Black Shard Pty Ltd Structure statement in section 5 restated. Supersedes v1.8

1.10 24 Sep 2026 Black Shard Pty Ltd Essential Eight position restored to self-assessed Maturity Level 2

(director self-assessment, 24 August 2026) per the director's ruling

of 24 September 2026, as stated at BS-TND-20 v2.4. Supersedes

v1.9

1.11 24 Sep 2026 Black Shard Pty Ltd Three engineering-practice service families added to section 5: AI

and data solutions, Physical AI, and Cloud and agentic infrastructure

(seventeen named services), per the Chief Commercial Officer's

instruction of 24 September 2026, approved by the Director of ICT

the same day. Service count restated to thirty-seven across nine

families. Supersedes v1.10

1.12 25 Sep 2026 Black Shard Pty Ltd Essential Eight position restated at Maturity Level 3 on the director's

assessment of 24 September 2026, as stated at BS-TND-20 v2.5.

Section 8 adds access and sign-in (phishing-resistant multi-factor

authentication enforced by conditional access) and the monthly

restore drills, as published on the firm's trust page. Supersedes

v1.11

BS-TND-01    ·    COMMERCIAL  IN  CONFIDENCE PAGE  9  OF  9


